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PURPOSE: The purpose of the Internal Controls and Fraud Prevention Policy is to ensure
that EBDA’s financial assets, its supplies, equipment, and capital assets, and its intangible
assets are safeguarded to the best extent possible. The policy guides the Authority’s
commitment to the deterrence, detection, and correction of misconduct and dishonesty.
The discovery, reporting, and documentation of such acts provides a sound foundation
for the protection of innocent parties, the taking of disciplinary action against offenders up
to and including dismissal where appropriate, the referral to law enforcement agencies
when warranted by the facts, and the recovery of assets.

POLICY: Itis the policy of the Authority to implement internal controls including financial
controls so that assets are protected and the risk of opportunities to commit fraud are
managed and mitigated through careful adherence to policies, procedures, practices, and
best practices common to public agencies.

The impacts of misconduct and dishonesty can be far-reaching. The Authority must be
prepared to manage these risks and their potential impact in a professional manner. The
impact of misconduct and dishonesty may include:

e Financial loss

e Costs of investigation

e Loss of employees

e Damage to relationships with vendors and contractors

e Damage to employee morale

e Litigation

e Negative publicity

e Damage to the reputation of the Authority, Member Agencies, Commissioners
and employees

e Loss of public confidence

Staff of the Authority shall maintain a practice of regularly assessing controls and adapting
to changes in the service delivery environment to mitigate areas of risk. While the staff
size of the Authority is relatively small, it is important to maintain a separation of duties in
financial matters and other security measures while providing transparency of Authority



official actions and financial information. Internal controls will be implemented with
consideration of the cost of implementation.

Authority controls include:

Multiple sign-offs on finance-related transactions
Separation of duties where possible and to the extent possible
Submission of the Authority’s annual Financial Statements to review, examination,
and audit by an independent financial audit firm experienced in the audit of
governmental records
Implementation of auditor recommendations for internal controls, to the extent
possible
Limited staff access to financial system data entry, but full view-access to reports
Secured check stock
Purchasing card spending limits and monthly reconciliation
Adherence to the Authority’s Purchasing Policy
Limited staff ability to initiate banking transfers
Careful credential management and password requirements
Implementation of best practices in production, review, and oversight:
o Periodic physical inventory (Renewal & Replacement Fund)
Production of regular accounting, financial, and budget reports
Monthly Treasurer’s Reports
Timely posting of transactions to the general ledger
Timely reconciliation of all bank accounts to the Authority’ accounting
records
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Definition of Misconduct and Dishonesty

For purposes of this policy, misconduct and dishonesty include but are not limited to:

Theft or other misappropriation of supplies, equipment, assets, and resources of
the Authority, Member Agencies, or others with whom the Authority has a business
relationship

Misstatement and other irregularities in public records, including the misstatement
of the results of operations

Wrongdoing

Forgery

Alteration of documents

Responsibility and Reporting

It is the responsibility of every Authority employee to immediately report suspected
misconduct or dishonesty to the General Manager, or, in the event of suspected
misconduct by the General Manager, to the Authority’s General Counsel. Due to the
important yet sensitive nature of the suspected violations, effective professional follow up



is necessary. Employees should not perform investigations or otherwise follow up on their
own. All relevant matters, including suspected but unproven matters, should be referred
to the General Manager or General Counsel as per the instructions above.

Any reprisal against any employee or other reporting individual because that individual,
in good faith, reported a suspected violation is strictly forbidden (see also Personnel
Policy, Section XX).

Responsibility and Authority for Follow-Up and Investigations

The General Manager has the primary responsibility for all investigations involving the
Authority unless the General Manager is the subject of the investigation, in which case
the General Counsel will handle the investigation. In some instances, outside public or
private investigative services may be engaged.

Designated members of the investigative team will have:

e Free and unrestricted access to all records

e The authority to examine, copy and/or remove all or any portion of contents of files,
desks, cabinets and other storage facilities (whether in electronic or other form)
without the prior knowledge or consent of any individual who might use or have
custody of any such items or facilities when it is within the scope of the investigative
or related follow up procedures

All investigations of alleged wrongdoing will be conducted in accordance with applicable
laws and Authority procedures. Investigative or other follow-up activity will be conducted
without regard to the suspected individual's position or level of authority, or relationship
with the Authority.

Procedures for Reported Incidents

Care will be taken in the follow-up of suspected misconduct and dishonesty to avoid acting
on incorrect or unsupported accusations, to avoid alerting suspected individuals that a
follow-up and/or investigation is underway, and to avoid making statements which could
adversely affect the Authority, its employees, or other parties.

Accordingly, the general procedures for follow-up and investigation of reported incidents
are as follows:

1. Employees and others must immediately report all factual details as indicated
above under Policy.

2. The General Manager has the responsibility to follow up and, if appropriate,
investigate all reported incidents.

3. All records related to the reported incident will be secured as appropriate and
retained wherever they reside.

4. No communication with the suspected individual(s) or organization(s) should occur
while the matter is under investigation.



. All reported fraud should be brought to the attention of the Authority’s independent
auditors.

. The General Manager is authorized to obtain special counsel to the Authority for
legal advice at any time throughout the course of an investigation or other follow
up activity on any matter related to the report, investigation or other follow up
activity on any matter related to the report, investigation steps, proposed
disciplinary action or any anticipated litigation.

. Neither the existence nor the results of investigations or other follow-up activity will
be disclosed or discussed with anyone other than those persons who have a
legitimate need to know in order to perform their duties and responsibilities
effectively.

. All inquiries from an attorney or any other contacts from outside of the Authority,
including those from other law enforcement agencies or from the employee(s)
under investigation, should be referred to the General Manager.



